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1	Decision/action requested
This contribution proposes additional evaluation text for solution #20: RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC
2	References
[1]	 TR 33.861
3	Rationale
This paper proposes a further evaluation text on solution #20. This solution addresses the RRC connection reestablishment procedure for NB-IoT connected to 5GC and the solution includes the case for the KAMF change. While UE’s cell reselection due to RLF involves AMF change, the corresponding behavior for LTE (i.e., MME change in RRC connection reestablishment for NB-IoT CP optimization) has never been considered and therefore specified in RAN2 and SA2 working groups. Instead, TS 36.300 10.1.6 only describes the following fallback procedure.
…
For a NB-IoT UE using only Control Plane CIoT EPS optimizations, the UE identifier used in the random access procedure for contention resolution (i.e. S-TMSI of the UE at the time where the RLF occurred + UL NAS MAC + UL NAS COUNT) is used by the selected eNB to request the MME to authenticate the UE's re-establishment request and provide the UE context:
-	If the authentication of the UE is successful and a context is provided, it indicates to the UE that its connection can be resumed;
-	If no context is provided, the RRC connection is released and UE initiates procedure to establish new RRC connection. In this case UE is required to go via RRC_IDLE.
…
Furthermore, when AMF change happens in RRC connection reestablishment, regardless of whether KAMF change happens or not, additional NAS signalling (e.g., 5G GUTI reallocation) is deemed necessary. The same applies to MME change in LTE. However, SA2 and RAN2 didn’t specify any optimized procedure for this case in TS 23.401 and TS 36.300 respectively. Note also that NB-IoT does not support the connected mode mobility procedure (i.e., handover), which implies mobility is not a main design consideration.

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.861 [1].

***** START OF FIRST CHANGES *****
[bookmark: _Toc12721640][bookmark: _Toc13112730]6.20.3	Evaluation 
6.20.3	Evaluation 
The solution address key issue #13 “Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC”. 
The solution reuses security handling for RRCConnectionReestablishment Procedure for Control Plane CIoT EPS optimisation. To support KAMF change, which is new feature in 5G, key synchronization procedure is introduced to synchronize KAMF used between UE and AMF. Otherwise, the UE may hold different key with the AMF, which may lead transmission failure.
While UE’s cell reselection due to RLF involves AMF change, the corresponding behavior for LTE (i.e., MME change in RRC connection reestablishment for NB-IoT CP optimization) has never been considered and therefore specified in RAN2 and SA2 working groups. Instead, TS 36.300 10.1.6 only describes the fallback procedure to idle when the UE context cannot be retrieved by the eNB.
Furthermore, when AMF change happens in RRC connection reestablishment, regardless of whether KAMF change happens or not, additional NAS signalling (e.g., 5G GUTI reallocation) is deemed necessary. The same applies to MME change in LTE. However, SA2 and RAN2 didn’t specify any optimized procedure for this case in TS 23.401 and TS 36.300 respectively. Note also that NB-IoT does not support the connected mode mobility procedure (i.e., handover), which implies mobility is not a main design consideration.
Considering the above, the RRC reestablishment procedure with KAMF change does not needs to be specified.  
Editor’s Note: How to capture the security impact of truncated 5G S-TMSI in this solution is FFS.
Editor’s Note: The functionality gap between 5GC and EPC for mobility handling in NB-IoT is FFS.

***** END OF FIRST CHANGES *****
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